Privacy Notice – Student Services
How we use your data
This Privacy Notice outlines how Student Services Directorate at the University of Kent collects, uses and manages the personal information of individuals in accordance with data protection law.

The University of Kent is registered as a ‘Data Controller’ under registration number Z6847902. View the full entry on the register
How we collect your personal information
Your personal data is obtained:
· directly from you, through online or paper forms, email or by telephone
· from your University of Kent student record (Kent Vision).
Categories of information we collect
Personal data we collect about you in connection with the work carried out by the Student Services Directorate.
You may also require assistance and guidance from individual teams such as Student Support and Wellbeing, Careers and Employability Service, Student Engagement and the Student Conduct and Complaints Office.  For more information please see the appropriate privacy notice (also available as a link on our privacy notice webpage).
· your name, address and postcode
· telephone number
· email address
· date of birth
· student identification number
· the name of your next of kin/emergency contact
· course of study and school
· visa status
· your opinions (for example in relation to a complaint, issue or incident)
· disciplinary issues (where relevant to disciplinary panel or decision making)
· dietary requirements (where you attend an event)
· your CV and employment history (for work study applications)
· financial information (related to support fund or bursary applications)
· your gender 
Special category data we will collect about you in connection with meeting our equalities monitoring obligations, providing a reasonable adjustment or providing financial support (if relevant)
· racial or ethnic origin
· political opinions
· religious or philosophical beliefs
· physical or mental health data (including access requirements)
· sex life or sexual orientation
· pseudonymous data for data analysis and for monitoring our public sector equality duty.
Criminal offence data: 
· allegations that you have committed a criminal offence.
How we use your personal information
Our objective is to ensure an excellent educational experience both curricular and extra curricular whilst protecting your privacy by abiding by data protection law.  
We will use your information in the following ways:
· for student welfare support purposes
· to provide an out of hours service
· when we are asked to be a member of a disciplinary panel 
· for safeguarding purposes 
· to comply with Court conditions
· to make reasonable adjustments
· to meet your access or dietary requirements when you attend events
· to consider work- study applications
· to facilitate and assess funding/bursary/scholarship applications
· to assist the data protection team with statutory requests for information
· to conduct data analysis and reporting (using pseudonymised information) 
· for equalities monitoring purposes.
As we have a statutory basis to process your personal data if we do not receive this information, in some cases we may not be able to provide you with relevant support services.
Our lawful basis for processing your data
We rely on the following lawful basis as allowed by the UK GDPR for processing your personal data: 
· the performance of a task carried out in the public interest -Article 6(1)(e) as part of our role of being a teaching and research institution and meeting our obligations to support you;
· a legal obligation – Article 6(1)(c) (such as under the Equality Act 2010, Freedom of Information Act 2000 or as required by a court order)
· to protect your vital interests or those of another person – Article 6 (1)(d) (where we need to process information about you in an emergency)
· you have given your consent for one or more specific purposes- Article 6(1)(a) (for example to disclose sensitive information about you as part of a specific funding application)
As we also use your special category data, we must identify a further basis for processing that data. 
· employment, social security and social protection – Article 9(2)(b)
· to protect your vital interests or those of another where you are physically or legally incapable of giving consent – Article 9(2)(c)
· you have manifestly made the data public – Article 9(2)(e)
· us to establish, exercise or defend legal claims (or where courts are acting in their judicial capacity) – Article 9(2)(f)
· reasons of substantial public interest (as defined within the Data Protection Act 2018)– Article 9(2)(g). 
Our substantial public interest reason(s) is/are:
· statutory purposes 
· equality of opportunity or treatment
· safeguarding
· prevention or detection of crime

· statistical purposes with a basis in law - Article 9(2)(j) (we will ensure that Article 89(1) UKGDPR and section 19 DPA 18 are satisfied – we will apply appropriate safeguards by minimising the personal data and pseudonymising any data used for the purposes of data analysis and reporting)
· where you have given your explicit consent -Article 9(2)(a)
As we also use your criminal offence data, we additionally rely on the following conditions in Schedule 1 of the Data Protection Act 2018: consent (for vetting); vital interests (in an emergency); information in the public domain (if relevant to a complaint or serious incident); in relation to legal claims or judicial acts (such as court orders); or for substantial public reasons as mentioned above (safeguarding, prevention of crime etc). 
We have a Special Category and Criminal Offence Data Appropriate Policy document in place throughout the time that we use your data and for 6 months after we cease to use it. 
Who your information will be shared with
We may share information internally to other university departments where necessary (for example when you make an application for funding). 
We use third party organisations (known as data processors) who carry out services on the University’s behalf under contract. We will ensure that only the minimum amount of relevant personal data necessary for the purpose is transferred. We will ensure that contractual agreements exist to ensure compliance with data protection regulations and that data is used solely under our instruction. In these circumstances personal data shall be deleted after the contract has terminated.
Microsoft is a data processor for the University’s personal data, because we use Microsoft 365 to store files and emails.
We share your personal data with third party data controllers for their legitimate purposes (such as courts or the emergency services).  In some cases we are required by law to share information with external organisations.  
Occasionally it is necessary for your personal information to be shared:
· with competent authorities (such as the police, NCA) or action fraud for law enforcement purposes (for on substantial public interest reasons – Article 9(2)(g) – for preventing or detecting unlawful acts, safeguarding or fraud purposes.
· with our professional advisors where it is necessary for the establishment, exercise or defence of legal claims – Article 9(2)(f).
Very occasionally the University may, if appropriate, legitimate and necessary, rely on relevant exemptions to UK GDPR provisions as are allowed under the Data Protection Act 2018 (in relation to crime and taxation, management forecasts, negotiations, confidential references and exam scripts and exam marks).
Transfer of your information outside of the UK
When it is necessary for us to transfer your personal information across national boundaries to a third party data processor, such as one of our service providers, we will ensure this safeguards your personal information by requiring such transfers are made in compliance with all relevant data protection laws.
Microsoft store personal data locally. Details of the safeguards in place for any authorised transfers can be found on their website in their Data Protection Addendum.
How long your personal data will be kept
Please see our Document Retention and Archiving Policy for details on how long the University keeps your core student records. 
In Student Services we keep most records for 6 years from the date you left the University.
If the records relate to a fund or bursary application we keep these for 6 years from the date of the grant or for 1 year if your application is unsuccessful.  In relation to the Gender Affirmation Fund we keep information of all applications after which only the Student ID number is kept for the duration of your time with us (up to 4 years). 
We also store legacy records relating to our Covid reporting requirements for 6 years from the date of report.
Security
We will ensure that security measures are in place to prevent the accidental loss, unauthorised use or access to your data. Access is given to staff on a ‘need to know’ basis. Our staff are required to keep your data safe and complete data protection training.
We have procedures in place to deal with any data security incidents and will notify you and the ICO in the event of a data breach where we are required to do so.
Your rights
Please be aware of the following rights which can be accessed free of charge by contacting dataprotection@kent.ac.uk:
· know how we are using your personal information and why (right to information)
· access the personal data held by us (subject access request)
· ask for correction of any mistakes (rectification)
· to object to direct marketing
· to complain to the ICO
In some circumstances you also have the right to:
· object to how we are using your information
· ask us to delete information about you (the right to be forgotten)
· have your information transferred electronically
· information about the existence of automated decision-making (including profiling) and meaningful information about the logic involved, as well as the significance and envisaged consequences of such processing for you, and in some cases to object to the decisions made
· restrict us from using your information.
For further guidance regarding your rights please see the ICO website.
Your rights- if you have given consent or explicit consent for a specific use of your personal data
You can withdraw your consent at any time.
You can do this by contacting us at dataprotection@kent.ac.uk
This does not affect the lawfulness of the processing based on consent before its withdrawal.
Your right to complain to the Information Commissioner 
You have the right to lodge a complaint with the Information Commissioner's Office.
Their helpline telephone number is: 0303 123 1113.
Your obligations
The University tries to ensure that the information it holds is accurate and up-to-date.  It must, however, rely on students to inform the appropriate office of any change in their personal data.  In particular, any change of home or term-time address should be notified to the Central Student Administration or online via the Student Portal. 
Contacts
If you have any questions or concerns about the way the University has used your data, or wish to exercise any of your rights, please consult our website.
The University’s Data Protection Officer can be contacted at: dataprotection@kent.ac.uk
Document review date
This privacy notice will be reviewed at least biennially.
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