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10 Year Plan published 3.7.25

 NHS 10 Year Plan

https://youtu.be/MoQoi6mPxt8?si=sTdYYY9Ha2Ohg0uO
https://youtu.be/MoQoi6mPxt8?si=sTdYYY9Ha2Ohg0uO


Clinical Safety – Robust Governance Structure

 Strategies

 Policies

 Culture

 Shadow IT



Clinical Safety – The 3 Ds

 DTAC

 DCB Standards 

 Datix 



DTAC

 Provides assurance to staff, patients and citizens that health tools 

meet the standards for:

 Clinical Safety

 Data Protection

 Technical Security

 Interoperability

 Usability

 Accessibility

 This is designed to be used at the point of procurement for due 

diligence to meet minimum baseline standards

DTAC

https://transform.england.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/


Risks of non-compliance with DTAC

 Regulatory and Governance breaches

 Patient safety risks

 Data security and privacy risks

 Financial and reputational impacts

 Procuring and commissioning impacts

 Operational risks



DCB0129 & DCB160

 Need to identify the potential hazards/harms and mitigate risks

 Legal requirement – DCB0129 & DCB0160

 Issued under Section 250 of the Health and Social Care Act

 For all technology where there is a risk of harm to patients

 Patient safety is the responsibility of all

 Applies to procurement, implementation, on-going use and 
decommissioning

DCB129

DCB0160

Free training for NHS staff available on ESR for Introduction to Digital Clinical Safety 

MS Teams

https://digital.nhs.uk/data-and-information/information-standards/governance/latest-activity/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems/
https://digital.nhs.uk/data-and-information/information-standards/governance/latest-activity/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems/
https://www.england.nhs.uk/long-read/microsoft-teams-and-remote-working/


What is the difference between a 

hazard and a risk?



We need to ask ourselves:



Clinical Risk Management Process:



4 Ts of Risk

Terminate - strongest

Treat

Tolerate Transfer - weakest



Clinical Risk Management Activities:

 Hazard Identification

 Clinical Risk Analysis

 Clinical Risk Evaluation

 Clinical Risk Control



Priorities of DCB0160



Hazard Assessment using HAZID

Focus on characteristics in the flow

Use key words:  none, wrong, late, 

incomplete, or duplicate

Useful for initial risk identification  



Hazard Assessment using SWIFT



Hazard Assessment using SWIFT



Bow Tie Assessment

Hazard

Cause 1

Cause 2

Cause 3

Consequence  
1

Consequence  
2

Consequence  
3



Bow Tie Assessment: part 2 – Group Work

Hazard
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Cause 2

Cause 3

Consequence  
1

Consequence  
2

Consequence  
3

Control 
1

Control 
2

Control 
3

Consequence 
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Consequence 
control 2

Consequence 
control 3



Risk Assessment



Severity classifications for DCB0160



Likelihood classifications for DCB0160



Risk rating matrix for DCB0160 – Group Work



Risk acceptability definitions for DCB0160



Additional controls must include:

Group Work

Design:  Such as configuration or design features to 

mitigate against the risk

Testing:  E.g. UAT testing, sand pit testing

Training:  Staff will need to be trained in the new system 

and adequate staff numbers will need to be trained before 

‘Go Live’

Business Process Changes:  SOPs & BCPs will need to be 

updated and shared



Residual risk evaluated

Review once all controls implemented – these need to be 

evaluated/proved

Rescore the severity, likelihood, risk rating and risk acceptability



Hazard log tips



Governance and Maintenance

Governance:  

Documents – Clinical Safety Case and Hazard Logs, SOPs, 

Policies etc should all be ratified.  

Organisation should have a Risk Management Policy and 

Strategy with visibility at Board level

Maintenance: 

Signed off and converted to PDF.  Live documents

Reviewed at least annually, with updates/significant changes 

and incidences



What will the impact of AI be? 
Same principles.  However:

• Population used to develop AI? Generalisability? 

• Ai in one area changing impacting another

• Over-reliance/confidence, risk of higher errors due to 

volume being processed (includes RPA)

• Hallucinations

• Data bias

• Impact on job roles

• Consent and patient perspective

• AVT guidance

https://www.england.nhs.uk/long-read/guidance-on-the-use-of-ai-enabled-ambient-scribing-products-in-health-and-care-settings/
https://www.england.nhs.uk/long-read/guidance-on-the-use-of-ai-enabled-ambient-scribing-products-in-health-and-care-settings/


Datix

 Legal requirement

 Breaches can lead to significant financial penalties 

 Sanctions on the Trust would impact delivery of patient care

 Compliance of NHS contractual terms and conditions

 Risk of reputational damage and loss of trust in the organisation

 Non-compliance creates vulnerability to cyber attacks



Sustainability of Digital Solutions



Local situation 

 SWOT analysis: 

 Increasing NHS mail and MS 

Teams meetings

 Sources:

 Informal discussions

 Patient Engagement 

Sessions

 National Staff Survey

 Data/Reports

 Research/Literature



National situation

 NHS – work related stress

 ‘Shining a light on an additional 

clinical burden: work-related 

digital communication survey 

study – Covid-19 impact on 

NHS staff wellbeing’  (Bakhai 

et al 2022)

 Colleagues are calling for an 

effective solution to email 

technostress. 



Local data 

Email use is growing at 

approx. 260 emails per month

MS Teams – variable use

Confusion from multiple 

communication channels 



Staff impact 



How long does it take to recover from an 

interruption?



Patient impact 

• Advancements in digital 

solutions (speed of change)

• Fear, anxiety

• Lack of patient and carer 

engagement with IT team

• Identified gap in Digital 

Maturity Assessment



Objectives – to reduce negative impacts

● Colleagues

○ Review use of emails and MS 
Teams

○ Identify areas of concern

○ Improve productivity without causing 
additional burden

○ Improve uptake of digital 
transformation

● Patients and carers

○ Identify areas of concern

○ Improve uptake of digital 
transformation

○ Reduce health inequalities from 
digital transformation 

○ Improve patient engagement

○ Bonus – positive impact on carbon 
footprint



Proposal – staff solutions

 Improve effectiveness of current 

digital solutions

 Easy quick win options

 Review guidance



Proposal – patient and carer solutions

• Digital forum for patients and carers

• Patient engagement and health 

inequalities teams

• Collaboration with partners/industry

• Volunteers 



Return on investment

 Colleagues:

 Reduced sickness, burnout, and turnover

 Improved productivity

 Environmental:

 Reduce Carbon Emissions 

 Organisation:

 Improve reputation 

 Increase digital maturity score

 Stakeholders:

 Improve engagement/improved health outcomes

 Improve trust

 Improve collaboration with partner organisations, industry, and 
voluntary sector









Potential impact 



Environmental impact

 How many patient related emails 

are unread every year?

 Approx 18-32 million (FOI 23-24)

 What is the carbon footprint of 

sending an email?

 0.03g-50g

 What about storing all these 

unread emails?



Recommendations

 Pulse Survey (Jan to Feb 25)

 Change in culture/IT guidelines 
for staff – Right to Disconnect

 Training program

 Focus groups/engagement

 Volunteers

 Share learning



Pulse Survey Results 

 409 staff

 Lots of positives

 Negatives:

 Frustration with slowness

 Multiple logins

 Too many meetings

 Constant emails and chat

 Lack of clarity on location of 

information

 Lack of training

 Improve colleague engagement 



Outcome of research on interruptions with 

Community Nurses

 6 interviews & FOI

 5 interruption dimensions:

 Technology mediated affecting 

workflow and communication

 Spatial environment: travel and 

workspace

 Clinical care complexities – 

adaptation

 Psychological adaptation to manage 

multiple demands

 Work-life balance



What can you do to reduce technostress? 

 Start meetings at 5 past the hour

 Not reply to all

 Avoid ‘double texting’, cold calling, and 
urgent messages

 Speak to each other

 Construct succinct and appropriate 
emails

 Allocate time for focused work

 Take breaks
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