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Privacy Notice for Research 
Participants -University level 
 
This Privacy Notice outlines how the University of Kent collects, uses and manages 
the personal information of individuals in accordance with data protection law. 
 
The University of Kent is registered as a ‘Data Controller’ under registration number 
Z6847902. View the full entry on the register 

Please read the Participant Information Sheet which accompanies this Privacy 
Notice provided by the research team conducting the research. It provides specific 
details about the project and the further additional information we are required to 
provide to you.  

 
How we use your personal information 

As a university we use personally-identifiable information to conduct research, 
including to improve health, care and services. As a publicly-funded organisation, 
when we use personally-identifiable information from people who have agreed to 
take part in research, we do so in the public interest.  

This means that when you agree to take part in a research study, we will use your 
data in the ways needed to conduct and analyse the research study. The ICO has 
provided guidance on typical processing activities in research. Your rights to access, 
change or move your information are limited, as we need to manage your information 
in specific ways in order for the research to be reliable and accurate.  

If you withdraw from the study, we will keep the information about you that we have 
already obtained. To safeguard your rights, we will use the minimum personally 
identifiable information possible. 

The University Charter sets out that ‘the objects of the University are to advance 
education and disseminate knowledge by teaching, scholarship and research for the 
public benefit’ (paragraph 3). This underlies the University’s use of the personal data 
provided by research participants for research and evaluation in the public interest 

https://ico.org.uk/ESDWebPages/Entry/Z6847902
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/the-research-provisions/what-is-research-related-processing/#scientific-historical
https://www.kent.ac.uk/about/governance#constitution-and-management
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under the United Kingdom General Data Protection Regulation (UK GDPR) and 
(where applicable) the EU GDPR lawful basis: ‘task carried out in the public interest’. 

Health and care research should serve the public interest, which means that we have 
to demonstrate that our research serves the interests of society as a whole. We do 
this by following the UK Policy Framework for Health and Social Care Research for 
our research projects involving health and care. 

For specific information about the following, please refer to the Participant 
Information which is given to you when you agree to participate in a particular 
research study: 

a) types or categories of personal data processed 
b) the source of the personal data (if not provided directly by you) 
c) the purposes of the processing  
d) any other lawful basis relied for specific processing activity that is outside our 

primary ‘public task’ basis and the ‘research purposes’ exemption for special 
category data 

e) the recipients or categories of recipients of the personal data 
f) the details of overseas transfers of personal data (including the transfer 

mechanism used to legalise the transfer if applicable) 
g) the period for which the personal data will be retained 
h) details of the existence of any automated decision making, including profiling.  

In this context automated decision making refers to use of personal data in 
machine learning or other technologies that will result in a decision about the 
individual, e.g. a diagnosis.  Electronic randomisation technologies are not 
included.1  

 
We are usually the Data Controller for research studies meaning that we will decide 
how your personal information is used and why.  If any other organisation will make 
decisions about your information this will be made clear in the Participation 
Information Sheet provided to you.  

 

 
1 As referenced in HRA guidance: https://www.hra.nhs.uk/planning-and-improving-research/policies-
standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-
says/transparency/ 
 
 

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/transparency/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/transparency/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/transparency/
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Our lawful basis for processing your data 

We rely on the following lawful basis as allowed by the UK GDPR for processing your 
personal data as this is necessary for: 

• the performance of a task carried out in the public interest or in the exercise of 
official authority -Article 6(1)(e) 

Where we also use your special category data (which is information about your race, 
ethnic origin, political opinions, religious or philosophical beliefs, your trade union 
membership, your genetic or biometric data (used to uniquely identify you), your 
health data or data concerning your sex life or your sexual orientation) we must 
identify a further basis for processing that data.  

Our further basis is that the processing is necessary for:  

• archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes in accordance with Article 89(1) as 
supplemented by section 19 of the Data Protection 2018 Act based on 
domestic law which shall be proportionate to the aim pursued, respect the 
essence of the right to data protection and provide for suitable and specific 
measures to safeguard the fundamental rights and the interests of the data 
subject – Article 9(2)(j)  

This basis requires that appropriate safeguards for your rights and freedoms must be 
in place (such as appropriate staff training) and organisational and technical security 
measures (such as policies, firewalls or pseudonymisation).  Wherever possible your 
personal information will be de-identified (anonymised), pseudonymised (directly 
identifiable information such as your name is removed and replaced with a unique 
code or key) or deleted as soon as possible. You will be informed about storage in the 
Participant Information provided.  

This lawful basis also means the research must not be likely to cause substantial 
damage or distress to you. Where special category data is processed on this basis it 
must be in the public interest.  Research ethics committee approval processes will 
help to address these considerations. 

The research must also not be carried out for the purposes of decisions about an 
individual person or their care, unless the  processing is for medical research 
approved by a research ethics committee. 

https://www.legislation.gov.uk/eur/2016/679/article/6
https://www.legislation.gov.uk/eur/2016/679/article/9
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Special category and criminal offence data (if processed) is carried out under the 
research condition in Schedule 1 of the Data Protection Act 2018 and is therefore 
subject to similar public interest and data minimisation requirements being put in 
place. 

We have a Special Category and Criminal Offence Data Appropriate Policy Document 
in place throughout the time that we use your data and for 6 months after we cease 
to use it.  

What about consent?  

It is important to note that the fact that the research team will seek your consent to 
participate in a research study on ethical grounds does not mean that consent is the 
most appropriate lawful basis for processing personal data under UK GDPR.  The two 
types of consent are distinct.  Even if there is an ethical or legal obligation to get 
consent from participants, this should not be confused with UK GDPR consent.   

Who your information will be shared with 

We use products or services from third party organisations (known as data 
processors) who carry out services on the University’s behalf under contract (for 
example, data stored within MS Teams is processed by Microsoft on behalf of the 
University). We will ensure that only the minimum amount of relevant personal data 
necessary for the purpose of using these services is transferred. We will ensure that 
contractual agreements exist to ensure compliance with data protection regulations 
and that data is used solely under our instruction. In these circumstances personal 
data shall be deleted after the contract has terminated. 

The University uses Microsoft 365 as its main IT system and therefore Microsoft is a 
data processor.   

Occasionally the University may, if appropriate, legitimate and necessary, rely on 
relevant exemptions to UK GDPR provisions as are allowed under the Data Protection 
Act 2018 (in relation to the exemptions for research and statistics). 

Very occasionally if a researcher moves to another University, they may take their 
research data with them.  We will put a Data Sharing Agreement in place with the 
University if any personal data is shared.  We will tell you if this happens where 
possible but always where we hold personal data (such as confidential health 
information) which you have shared in confidence with us.  

https://www.kent.ac.uk/about/governance/policies-and-procedures
https://www.legislation.gov.uk/ukpga/2018/12/schedule/2
https://www.legislation.gov.uk/ukpga/2018/12/schedule/2
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Very rarely it is necessary for your personal information to be shared: 

• with competent authorities (such as the police, NCA) or action fraud for law 
enforcement purposes (for on substantial public interest reasons – Article 
9(2)(g) – for preventing or detecting unlawful acts, safeguarding or fraud 
purposes. 

• with our professional advisors where it is necessary for the establishment, 
exercise or defence of legal claims – Article 9(2)(f). 

Transfer of your information outside of the UK 

When it is necessary for us to transfer your personal information across national 
boundaries to a third party data processor, such as one of our service providers, we 
will ensure this safeguards your personal information by requiring such transfers are 
made in compliance with all relevant data protection laws. 

Personal data is either stored via our on-premise file storage or in our Microsoft 365 
tenancy (managed by Microsoft) hosted within the EU, although it may also be 
processed in the United States or other countries as set out in its sub-processor list 
found here. 

For more information on the international transfer safeguards in place: 
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-
Data-Protection-Addendum-DPA 

Where we carry out a survey as part of your research using Qualtrics, Inc, this will 
involve a transfer of data to the United States.  

Qualtrics is our data processor and is based in the US. The transfer of data to them is 
lawful by virtue of additional clauses in our contract with them  as approved by the 
Information Commissioner found here: https://ico.org.uk/for-organisations/uk-
gdpr-guidance-and-resources/international-transfers/international-data-transfer-
agreement-and-guidance/ and as certified by Qualtrics’ entry in the Data Privacy 
Framework list here: https://www.dataprivacyframework.gov/list.  They will only use 
the survey data in line with our written instructions. 

Further details can be found relating to their security practices 
here: https://www.qualtrics.com/security-statement/ and their (worldwide) sub 
processors here: https://www.qualtrics.com/subprocessor-list/ 

https://www.microsoft.com/en-us/trust-center/privacy/data-access
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fuk-gdpr-guidance-and-resources%2Finternational-transfers%2Finternational-data-transfer-agreement-and-guidance%2F&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954244567%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=dh9aDb1c76AGZgHHYVwG9onW8UzpmJ09vkR%2F5BI4HCw%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fuk-gdpr-guidance-and-resources%2Finternational-transfers%2Finternational-data-transfer-agreement-and-guidance%2F&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954244567%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=dh9aDb1c76AGZgHHYVwG9onW8UzpmJ09vkR%2F5BI4HCw%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fuk-gdpr-guidance-and-resources%2Finternational-transfers%2Finternational-data-transfer-agreement-and-guidance%2F&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954244567%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=dh9aDb1c76AGZgHHYVwG9onW8UzpmJ09vkR%2F5BI4HCw%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dataprivacyframework.gov%2Flist&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954474781%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Y70b4pjd7riRJ8fo%2BR85Bh%2BjO2luru1WMq9j3r8h7PY%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.qualtrics.com%2Fsecurity-statement%2F&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954500396%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=1d1YnCJonUslj%2FOdCXNJjm9Umi5mXp9LybPSKrmFmDg%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.qualtrics.com%2Fsubprocessor-list%2F&data=05%7C02%7CS.Hulbert%40kent.ac.uk%7Cc61954d60aa041dc23e008ddd5b135f6%7C51a9fa563f32449aa7213e3f49aa5e9a%7C0%7C0%7C638901679954525790%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RaYwzYEoAR%2BhIl92j0aABTys%2BuYGpegkSp7g707AEqE%3D&reserved=0
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How long your personal data will be kept 

We will keep your personal data in an identifiable form for no longer than is necessary 
for the purposes and as detailed in the Participant Information provided to you 
separately.    

Generally, personal data may be stored for longer where it is:  

1. Solely processed for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes; 

2. Pseudonymised or anonymised as far as possible to ensure appropriate data 
minimisation; and 

3. Appropriate technical security and organisational measures (such as training 
and organisational policies) are in place to ensure that we safeguard your 
rights and freedoms.   

Security 

We will ensure that security measures are in place to prevent the accidental loss, 
unauthorised use or access to your data. Access is given to staff on a ‘need to know’ 
basis. Our staff are required to keep your data safe and complete data protection 
training. 

Under the data protection legislation, there is a requirement to implement 
safeguards for personal data for research2.  This means we will give consideration to 
the arrangements for security and storage of personal data and ensure that data are 
pseudonymised or anonymised wherever possible and that data is only collected 
when needed (known as ‘data minimisation’).  If we can undertake some of our 
research activities without using identifiable personal data, we will make 
arrangements to do so.  

We have procedures in place to deal with any data security incidents and will notify 
you and the ICO in the event of a data breach where we are required to do so. 

 

 
2 Section 19 of the Data Protection Act 2018 and Article 89 UK GDPR 

https://www.legislation.gov.uk/ukpga/2018/12/section/19
https://www.legislation.gov.uk/eur/2016/679/article/89
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Your rights 

If you wish to exercise your rights or raise a complaint on how we have handled your 
personal data, you can contact our Data Protection Officer who will investigate the 
matter. If you are not satisfied with our response or believe we are processing your 
personal data in a way that is not lawful you can complain to the Information 
Commissioner’s Office (ICO). 

Please be aware of the following rights which can be accessed free of charge by 
contacting dataprotection@kent.ac.uk: 

• to object to direct marketing 
• to complain to the ICO 

In some circumstances you also have the following rights, however in a research 
context these may be limited: 

• know how we are using your personal information and why (right to 
information) 

• access the personal data held by us (subject access request) 
• ask for correction of any mistakes (rectification) 
• restrict us from using your information. 

(The above rights may be exempted to the extent that the application of the 
rights would prevent or seriously impair the research purposes and where the 
personal data is pseudonymised/other de-identification techniques are used and 
the research results are not available in a form which identifies you.) 

• object to how we are using your information (an exception for research is built 
into the right) 

• ask us to delete information about you (‘the Right to be forgotten’ does not 
apply to public task processing; or to processing carried out for archiving 
purposes in the public interest, scientific or historical research or statistical 
purposes if the erasure seriously impairs the research objectives or makes 
them impossible) 

• have your information transferred electronically (not applicable to research 
carried out under public task or on a legitimate interests basis) 

• object to automated decisions which significantly affect you. 

For further guidance regarding your rights please see the ICO website. 

mailto:dataprotection@kent.ac.uk
https://ico.org.uk/
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Where you have given consent or explicit consent for 
a specific use of your personal data 

If the Participant Information provided by your research team indicates that they are 
relying on consent as an additional lawful basis for a separate processing activity (for 
example for a limited purpose such as sending you emails about future projects), you 
can withdraw your consent at any time.  You can do this by contacting the researcher 
named in the Participant Information provided which is specific to the research 
project you are participating in.  This does not affect the lawfulness of the processing 
based on consent before its withdrawal. 

Your right to complain to the Information 
Commissioner  
You have the right to lodge a complaint with the Information Commissioner's Office. 
Their helpline telephone number is: 0303 123 1113. 

Contacts 

If you have any questions or concerns about the way the University has used your 
data, or wish to exercise any of your rights, please consult our website. 

The University’s Data Protection Officer can be contacted at: 
dataprotection@kent.ac.uk 

Document review  
This privacy notice will be reviewed at least annually. 

 
Version Author Description of Change Date Next 

Review 
date 

1 
 

   
2 DPO Addition of paragraph ‘For specific…profiling/ 

Updating DPO email address 
09.22 09.23 

3 Acting 
DPO 

Moved existing text to standard PN template. 
Added link to University Charter and the UK Policy 
Framework for Health and Social Care Research and ICO’s 
guidance on research activity. 
Added reference to the UK GDPR/EU GDPR. 
Added fourth bullet regarding additional lawful bases. 
2nd & 3rd sentences added to last bullet and footnote added. 

06.23 06.24 

https://ico.org.uk/make-a-complaint/
https://www.kent.ac.uk/infocompliance/index.html
mailto:dataprotection@kent.ac.uk
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Paragraph about role as a data controller and ‘What about 
consent?’ added. 
Wording added from HRA guidance 
Additional wording on research related safeguards under 
‘security’ adapted from: 
https://www.hra.nhs.uk/planning-and-improving-
research/policies-standards-legislation/data-protection-and-
information-governance/gdpr-guidance/what-law-
says/safeguards/ 
Template rights section amended to reflect rights relating to 
public task and research purposes. 
Qualified addition to standard ‘consent’ paragraph added. 
Deletion of ‘Wording adapted from the Heath Research 
Authority GDPR guidancehttps://www.hra.nhs.uk/planning-
and-improving-research/policies-standards-
legislation/dataprotection-and-information-
governance/gdpr-guidance/templates/template-wording-
forgeneric-information-document’ as link broken 
 

4 AD 
Assurance 

Updating data hosting location; Adding universities as a 
potential category of recipient where researchers move to 
another university taking project data with them. Adding 
details of Qualtrics survey tool. 

08.25 08.26 

 

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/safeguards/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/safeguards/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/safeguards/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/safeguards/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/dataprotection-and-information-governance/gdpr-guidance/templates/template-wording-forgeneric-information-document
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/dataprotection-and-information-governance/gdpr-guidance/templates/template-wording-forgeneric-information-document
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/dataprotection-and-information-governance/gdpr-guidance/templates/template-wording-forgeneric-information-document
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/dataprotection-and-information-governance/gdpr-guidance/templates/template-wording-forgeneric-information-document
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/dataprotection-and-information-governance/gdpr-guidance/templates/template-wording-forgeneric-information-document
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