Kent Fraud Alert System %

Text messages impersonating Phone Companies 10 STOP FRAUD'

Be on the lookout for text messages impersonating your mobile phone company
stating that they have not received your latest payment and that you need to Preventing fraud
click on a link within the message.

STOP IT IS A SCAM.

Together,
let’s stop
scammers.

By clicking the link, you will be redirected to a realistic web site under the
control of the criminals where they wills steal your personal and financial data.

The below is an example of one type message received today and sent to me by
a member of the public. R'EITIET“!JEI', ABC:

Your mobile phone company will never contact you like this asking you to click
on a link and update your details etc.

w never Assume

If you get a text like this, then forward to 7726. w never BE‘“EVE'
If you have been a victim of any type of scam, then contact your Bank )
immediately, which you can do by calling 159 and reporting to Report Fraud at w alwa VS Confirm

Reporting cyber crime and fraud or phishing attempts - Report Fraud or call
0300 123 2040.

Find out more by visiting our website at Advice about fraud | Kent Police and also from the Home Office at
Stop! Think Fraud - How to stay safe from scams

MyO2: The payment for your
recent bill was not taken
successfully. Please visit:
https://myoZ2ref-
notices.web.app to avoid late

fees.

Report a non-urgent crime online www.kent.police.uk/report
Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If you have a hearing or speech impairment, use our textphone service 18000.
Or text us on 999 if you've pre-registered with the emergency SMS service.
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